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Troubleshooting Tips

If you are having difficulty with audio:

» Ensure that your computer speakers are turned on and that the volume is
appropriately set

 Check to ensure that audio streaming is enabled on your computer

If the presentation slides stop advancing:
e Close out of the presentation and re-launch the webcast

If you are still having technical difficulty:

« Check with your IT personnel to ensure that this event is not being blocked by
a firewall

 Please click the “Help” and/or “Contact Us” icons
o Call the AICPA Service Center at 888-777-7077
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Administrative Notes

« We welcome your questions on today’s program

e Submit your questions at any time by clicking on the “Q & A” tab on the lower
right-hand side of your screen

« Download today’s slides by clicking the “Resource List” icon

Continuing Professional Education (CPE) & NACD skill-specific credit:
 There will be random attendance pop-up markers during the event

« Toreceive CPE or NACD skill-specific credit for this event, you must answer at
least 75% of the attendance markers

« After answering the required number of attendance checks, you will be able to
access your CPE certificate by clicking the orange CPE icon

« If you are not receiving CPE or NACD skill-specific credit for this event, please
ignore the pop-up markers

Slide 3
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NACD Skill-Specific Credits

« This session offers 2 NACD skill-specific credits to attendees working toward
attaining or maintaining their Governance Fellow or Board Leadership Fellow
credentials

* Not yet a fellow? Discover which NACD fellowship is right for you
 To learn more about NACD Fellowship, visit NACDonline.org/Fellowships

If you have any questions regarding NACD credit or the Fellowship
Programs please contact:

Ronnell Perry, Fellowship Program Manager
(202) 572-2103

Fellowships@NACDonline.orq

A2

Skill Specific
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Panelists

Ken Daly
CEO
National Association of Corporate Directors

Karl Erhardt
Senior Vice President & General Auditor
MetLife

Tracy McBride
Vice President, Research & Accounting Policy
Financial Executives International

Rick Ueltschy
Managing Partner, U.S. Audit Services
Crowe Horwath LLP

Moderator

Cindy Fornelli
Executive Director
Center for Audit Quality
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Today’s Program

Goals of the Program

* Provide perspective on the three central themes of the Anti-
Fraud Collaboration’s recently published report, The Fraud-
Resistant Organization

* Provide insights into how successful organizations establish
and reinforce an ethical tone at the top, the exercise of
skepticism, and robust communications in an effort to
mitigate the risks of financial reporting fraud

« Address some of the challenges that multinational
organizations face in executing effective fraud deterrence
and detection programs

Slide 6
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, Tools, T

i . NEPAE The Fraud-Resistant Organization:
) Tools, Traits, and Techniques to
Deter and Detect Financial
Reporting Fraud

e

-
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Resistant Organization
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Key Attributes of
a Strong Ethical Culture

Top management sets the tone and establishes the
values

« Establishes and communicates company values

* Creates an expectation that employees will do the right thing

* Builds an environment where employees feel comfortable
bringing “bad news” forward

 When companies value ethical performance, misconduct is
substantially lower

Slide 8
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How Workers Judge Their Leaders

« Overall character as experienced through personal
Interaction

 How senior managers handle crises
* Policies and procedures adopted by senior leaders

Source: ERC Research Report Ethical Leadership (2014)

Slide 9
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Key Attributes of
a Strong Ethical Culture

Reinforce the importance of ethical behavior

Lead by example
Include reminders in messaging throughout the year

Reward ethical behavior by calling out employees
who “do the right thing”

Internal audit activities should include
measurements of compliance with code of conduct

Implement a zero-tolerance rule

Slide 10
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Key Attributes of
a Strong Ethical Culture (contd)

Problems identified, investigated, and resolved
 Violations reported without fear of retaliation
» Clear escalation protocols
e Helpline/hotline program
e Misconduct dealt with promptly
« Appropriate remedial action taken

o Appropriate communications to employees about
program operations and outcomes

Slide 11
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Codification of 17 principles embedded in the original Framework

1.

Control Environment )
o)

4,

5.

. 6.
Risk Assessment 7
8.

9.

. 10.

Control Activities 1
12.

. L 13.
Information & Communication "
15.

° ° o og0 16'
Monitoring Activities 1

Source: COSO. 17 Principles of Internal Control, www.coso.org.

Demonstrates commitment to integrity and ethical values
Exercises oversight responsibility

Establishes structure, authority, and responsibility
Demonstrates commitment to competence

Enforces accountability

Specifies relevant objectives

|dentifies and analyzes risk

Assesses fraud risk

|dentifies and analyzes significant change

Selects and develops control activities
Selects and develops general controls over technology
Deploys through policies and procedures

Uses relevant information
Communicates internally
Communicates externally

Conducts ongoing and/or separate evaluations
Evaluates and communicates deficiencies

Slide 12
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Effective Board Oversight of Risk

e Assess the risk in the company’s strategy

 Determine if the risk management system is appropriate
and has sufficient resources

 Work with management to understand and agree on the
types of risk information the board requires

« Monitor critical alignments of strategy, risks, controls,
compliance, incentives, and people

Source: NACD Blue Ribbon Commission on Risk Governance (2009) Siide 13
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Key Features of a Well-Designed
Whistleblower Helpline

e Option for anonymity
« Compliant with regional and national laws

* Processes for timely investigation of helpline reports
and documentation of results

« Management analysis of trends and comparison to
norms

« Available to company—wide constituencies:
employees, vendors, other third-parties

Slide 14
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Financial Reporting — Lines of Communication

Frequent Comm

Uny,
Cdf 5
/OQy
Board of Directors

Compensation AT RECT L Other

Committee Commun‘lcatmns hUb_ Committees
Financial reporting

External

Management
Communications hub—
Financial reporting

Key q Primary communications/ reporting hub
<—» Primary line of communication

<—» Additional line of communication

Source: Center for Audit Quality, Deterring and Detecting Financial Reporting Fraud: A Platform for Action; October 2010.
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Common Judgment Tendencies

Confirmation bias

* More weight given to information consistent with initial beliefs

Overconfidence

» Overestimate one’s ability to make accurate assessments/
judgments/decisions

Anchoring

« Start from an initial value and adjust insufficiently away from that value

Availability

 Information that is easily retrievable is considered to be more relevant

Slide 16
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Ethics and Compliance Risk Factors of Most Concern in Emerging Markets
(e.g., Brazil, China, India, Russia)

Acceptance of corrupt

} ) 64%
business practices

A culture where employees

, 57%
fear speaking up

Local cultural norms and

(o)
traditions >3%

Use of third parties in
business operations

50%

Limited effectiveness of and

. 32%
adherence to internal controls
Uneven enforcement of
30%
regulatory standards
Resistance of local management
28%

to corporate standards

Source: LRN Corporation, Ethics & Compliance Leadership Survey Report, 2011-2012.
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How to Build a Global
Fraud-Resistant Culture

e Think globally, act locally

« Tallor the ethics and compliance training to local
customs

e Explain why company code of conduct may be more
stringent than local practices

 Fill key financial and operational positions with trusted
expatriates

Slide 18
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Key Takeaways

 Fraud risk and anti-fraud efforts need more
prominent placement on meeting agendas

 Make board reports more action oriented

e Open communication matters

Management needs to be proactive

Slide 19
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CPE Certificate

As a reminder, you may access your CPE certificate by clicking the
orange CPE icon if you have fulfilled the attendance check
reguirements.

If you do not have an opportunity to obtain your CPE certificate during
today’s presentation, you may obtain your certificate after 24 hours by
logging back into the event and clicking the orange CPE icon. Please
note that you will not be able to respond to the attendance checks in
the archive, and you must fulfill the attendance requirements during the
actual presentation to receive your CPE cetrtificate.

S
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We Value Your Feedback

Please take our brief webcast survey

Visit www.AntiFraudCollaboration.org for
additional resources and information
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